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Chapter 1

Introduction to Linux

1.1 Documentation

1.1.1 The Linux Documentation Project (LDP)
e The Linux Installation Guide explains how to install and configure Linux.
e The Linux Users’ Guide is a guide for first-time users.

o The Linuzx System Administrators’ Guide gives information about various
aspects of system administration.

o The Linux Network Administrators’ Guide explains how to set up and use
networks.

e The Linux Programmers’ Guide is a guide to efficient C-programming.

o The Linux Kernel Hackers’ Guide gives hints for modifying the Linux ker-
nel.

e HOWTOs are documents, which describe in detail a certain aspect of con-
figuring or using Linux.

Addititonal Information. DOS-to-Linux-HOWTO.

1.1.2 Man-Pages

The manual pages are organized in sections. They are located in /usr/man/.
Every section listed names one subdirectory of /usr/man/.

3
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mani User programs

man?2 System calls

man3 Library calls

man4 Special files

manb File formats

man6 Games

man7 Miscellaneous

man8 System administration
man9 Kernel functions

The man <command> displays the reference pages for the command you specify.
There is also a keyword function — man -k <keyword>. This can be very useful
if you are looking for a tool but do not know the name.

Example.

sam-i-am:/home/suse> man -k manual

apropos (1) - search the manual page names and descriptions
mandb (8) - create or update the manual page index caches
manpath (1) - determine search path for manual pages
whatis (1) - display manual page descriptions

whereis (1) locate the binary, source, and manual page

files for a command
xman (1x) - Manual page display program for the X Window
System

The number in brackets indicates the section of the man page.

Example. Section 5 has a manual entry on the passwd file. To see this rather
than the manual entry for the passwd command, type man 5 passwd.

Additional Information. Try man man.

1.1.3 Info-Pages

info is the new GNU program which should replace man. It uses hyperlinks to
navigate through the nodes.

Additional Information. Try info info.
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1.1.4 Other Online Documentation
1.1.4.1 Magazines

http://www.linux-magazin.de
http://www.linuxmama.com

1.1.4.2 Newsgroups

at.linux
de.comp.os.linux.misc

1.1.4.3 WWW

http://www.sunsite.com
http://www.linux.org
http://www.redhat.com
http://www.suse.de
http://atnet.Linuxberg.com
http://www.freshmeat.net

1.2 File System

1.2.1 Files and Directories

Files. Linux allows filenames to be up to 256 characters long. These characters
can be lower- and uppercase letters, numbers, and other characters, ususally the
dash (=), the underscore (_), and the dot (. ). There is no special format necessary,

as in DOS (8.3).

Directories. Unlike DOS, the slash (/) is used to separate directories. Direc-
tories are named like files because they are files, too.

1.2.2 Commands

Files.

cp <source> <dest> Copy files

mv <source> <dest> Rename files

rm <file> Remove files

cat <file> Prints file content

less <file> Shows file content pagewise, allows to navigate
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Directories.

1s List contents of directories

cd <dirName> Change working directory

mkdir <dirName> Make directories

rmdir <dirName> Remove empty directories

pwd Print name of current/working directory

1.2.3 Devices

Linux distinguishes two different kinds of devices: block devices, such as disks,
and character devices, such as serial lines, of which some may be sequentially and
some randomly accessible.

As Linux treats everything as a file, each supported device is represented in the
file system as a device file in /dev.

1.2.3.1 About Hard Disks

There are two different types of hard disk controllers, these are SCSI and IDE
controllers.

Linux supports up to four IDE controllers. Every IDE-controller has a primary
and a secondary interface with a master and a slave device. These are known
as /dev/hda (the primary master), /dev/hdb (the primary slave), /dev/hdc (the
secondary master), and /dev/hdd (the secondary slave), and so on.

SCSI hard disks are known as /dev/sda, /dev/sdb, and so forth. SCSI CD-ROMs
start with /dev/scdO.

A hard disk can be divided into several partitions. Each partition functions as if
it were a separate disk.

Since there are allowed four primary partitions per hard disk, you can create an
extended partition as one primary partition. This extended partition can keep
several logical partitions.

Each partition and extended partition has its own device file, with the convention
that 1-4 are primary partitions and partitions numbered 5 or greater are logical
partitions.

Example.

# fdisk -1

Disk /dev/hda: 128 heads, 63 sectors, 621 cylinders
Units = cylinders of 8064 * 512 bytes
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Device Boot  Start End Blocks Id System
/dev/hdal  * 1 130 524128+ 6 DOS 16-bit >=32M
/dev/hda2 131 620 1975680 5 Extended
/dev/hdab 131 260 524128+ 6 DOS 16-bit >=32M
/dev/hdab 261 390 524128+ 6 DOS 16-bit >=32M
/dev/hda7 391 520 524128+ 6 DOS 16-bit >=32M
/dev/hda8 521 620 403168+ 83 Linux native

Disk /dev/hdb: 255 heads, 63 sectors, 524 cylinders
Units = cylinders of 16065 * 512 bytes

Device Boot  Start End Blocks Id System
/dev/hdbl 1 4 32098+ 82 Linux swap
/dev/hdb2 5 524 4176900 5 Extended
/dev/hdbb 5 310 2457913+ 83 Linux native
/dev/hdb6 311 417 859446 83 Linux native
/dev/hdb7 418 524 859446 6 DOS 16-bit >=32M

With the fdisk command, you can create or delete partitions of you hard disk.

1.2.4 File Permissions and Ownership

All Linux files and directories have ownership and permissions. You can change
permissions, and sometimes ownership, to provide greater or lesser access to your
files and directories.

When you create a file, you are the file’s owner. Being the file’s owner gives you
the privilege of changing the file’s permissions.

Files (and users) also belong to groups. Groups are a convenient way of providing
access to files for more than one user but not to every user on the system.
Linux lets you specify read, write, and execute permissions for each of the follow-
ing: the owner, the group, and ”others” (everyone else).

The output of 1s -1 looks like:

-rw-r--r—-—- 1 suse users 4056 Apr 6 15:07 myfile

The -rw-r--r-- represents the permissions for the file myfile. The file’s own-
ership include suse as user and users as group.

Type | Owner | Group | Others
IR RRERE
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The first character indicates that myfile is a regular file. If this were a d, it
would be a directory. 1 would indicate a link, ¢ a character device, and b a block
device.

File permissions are often given as a three-digit number, for instance 751. The
first digit codes permission for the owner, the second for the group, the last for
other.

Think of rwx as a three-digit binary number. If permission is allowed, the corre-

sponding digit is 1, else 0. Thus, r-x would be the binary number is 101, which
is 5.

Example. rwxr-x--xis 111, 101, and 001, thus 751.
Change Ownership. chown <owner> <filename>.
Change Group. chgrp <group> <filename>.

Change Permissions. chmod <specification> <filename>.

1.2.5 Filesystem Hierarchy

/ the root directory

/bin Essential command binaries

/boot Static files of the boot loader

/dev Devices

/etc Host-specific system configurations

/home User home directories

/1ib Essential shared libraries and kernel modules
/mnt Mount point of temporary partitions

/opt Big add-on application software packages
/proc Kernel and process information

/root Home directory for the root user

/sbin Essential system binaries

/tmp Temporary files

/usr Secondary hierarchy, contains shareable, read-only data
/var Variable data

Additional Information. Filesystem Hierarchy Standard.
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1.3 Processes

Linux supports preemptive multitasking. Every process has a unique process id
(PID) and a parent process. The init process, which is the mother of all processes
does not have a parent. With the command ps a, you get a list of all running
processes.

1.3.1 Signals

Signals may be used for interprocess communication, but their normal use is
error handling. Every process may receive different signals and has to react
accoridingly. A process may install its own signal routines for each signal. The
exception is SIGKILL (number 9), where no routine can be installed. Signals can
be divided into three groups:

e system dependent signals (hardware errors, system errors ...)
e device dependent signals (SIGINTR, SIGQUIT, ...)

e user specific signals (SIGUSR1 and SIGUSR2)

You may use kill to send signals to a process. All available signals are shown
by kill -1.

$ kill -1

1) SIGHUP 2) SIGINT 3) SIGQUIT 4) SIGILL
5) SIGTRAP 6) SIGABRT 7) SIGBUS 8) SIGFPE
9) SIGKILL 10) SIGUSR1 11) SIGSEGV 12) SIGUSR2
13) SIGPIPE 14) SIGALRM 15) SIGTERM 17) SIGCHLD
18) SIGCONT 19) SIGSTOP 20) SIGTSTP 21) SIGTTIN
22) SIGTTOU 23) SIGURG 24) SIGXCPU 25) SIGXFSZ

26) SIGVTALRM 27) SIGPROF 28) SIGWINCH 29) SIGIO
30) SIGPWR

So you may send signals to a process with kill -<NUMBER> <PID>. You can
terminate a process with the command kill <PID>, which sends the SIGINT
(number 2) to the process. If this does not work, try kill -9 <PID>, since this
kills everything! :)
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1.4 The Shell

1.4.1 What Is a Shell?

The shell is a program used to interface between the user and the Linux kernel.
Every command the user types at a prompt on its screen is interpreted by the
shell, then passed to the Linux kernel.

The shell is a command-language interpreter. It has its own set of built-in shell
commands. The shell can also make use of all of the Linux utilities and application
programs that are available on the system.

Some of the commands, such as the pwd command, are built into the Linux
bash shell. Other commands, such as the cp command, are separate executable
programs that exist in one of the directories in the file system. As the user, you
do not know if the command is built into the shell or is a separate command.
To figure out what to do with user commands, the shell first checks to see if the
command is one of its own built-in commands. If the command is none of these,
the shell checks to see if it is an application program. The shell tries to find these
application programs by looking in all of the directories that are in your search

path (PATH).

1.4.2 The Most Common Shells

Several different kinds of shells are available on Linux and UNIX systems. The
most common are the Bourne Shell (sh), the C Shell (csh), the Korn Shell (ksh),
and the tcsh, an extension of the csh.

We use the Bourne Again Shell (bash), an extension of the Bourne Shell.
The default shell for each user is specified in the system password file, called
/etc/passwd.

The system password file contains each person’s user ID, an encrypted copy of
each user’s password, and the name of the program to run immediately after a
user logs into the system. The program specified does not have to be one of the
Linux shells, but it almost always is.

username :password:UID:GID:comment:home dir:login command

Environment Variables. When you log in, Linux keeps a number of useful
data items in the backgroud ready for the system to use. The actual data is held
in so-called environment variables.

Environment variables can be exported, they are visible and usable for every child
process of the acutal user’s shell. Type env to get a list of all exported variables.
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Example. Print out a single variable.

$ echo $PATH
/usr/local/bin:/usr/bin:/usr/X11R6/bin:/bin:/usr/openwin/bin:
/usr/1lib/java/bin:/usr/games/bin:/usr/games:/opt/gnome/bin:
/opt/kde/bin:.:/usr/1lib/qt/bin:/usr/lib/kaffe/bin

EDITOR The default editor for every application using this environment vari-
able.

HOME The HOME directory of the current user.

PATH The search path that bash uses when looking for executable files.

PS1 The first-level prompt that is displayed on the command line.

PS2 The second-level prompt that is displayed when a command is expect-
ing more input.

USER The current user name.

DISPLAY The default X server, where X applications should appear.

1.4.3 The Bash

Command-Line Completion. When you enter commands into bash, the
complete text is not necessary. Type in a few characters, then enter the let-
ter <tab>, and bash will try to finish the command for you. If there are more
possiblities, bash will indicate this with a beep. After pressing <tab> again, the
possibilities are listed on screen, and you have to enter more characters to identify
your command.

Wildcards. As known from DOS, file names can be abbreviated with the as-
terisk (*) or the question mark (?).

Examples.

$ 1s

mytar.c mytar.h ch2.txt
mylist.c chl.txt chll.txt
$ 1s my*x.c

mytar.c mylist.c

$ 1s ch?.txt

chl.txt ch2.txt

Command History. bash keeps track of a certain number of previous com-
mands that have been entered into the shell. The number of commands is given
by a shell variable called HISTSIZE.
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Aliases. Aliases allow a string to be substituted. The first word of each com-
mand, if unquoted, is checked to see if it has an alias.

Examples.

alias 11="1s -1’
alias dir=’1s’
alias copy=’cp’

Evironment Variables. Environment Variables may be set with
export MYVAR=myvalue and used with a leading dollar sign. (echo $PID).

Job Control. Job control refers to the ability to control the execution behavior
of a currently running process. You can suspend a running process and cause it
to resume running at a later time.

A process running in the foreground blocks the parent process, your shell. To
use your shell, you can stop the process by typing CTRL-z and continue it in the
background with the command bg. With the command fg, the process runs in
the foreground again.

To start a process from its beginning in the background, add an ampersand (&)
at the end of the command.

Example. $ updatedb &

1.4.4 Input and Output Redirection

Following standard streams are known in UNIX and thus Linux:

File Descriptor | Name Common Abbreviation | Default

0 Standard input | stdin keyboard
1 Standard output | stdout terminal
2 Standard error stderr terminal

Redirecting Output ">" enables you to redirect the output from a command
into a file, as opposed to having the output displayed on-screen. If you want to
redirect something to a stream, use a predecessing ampersand.

Example. $ 1s /bin > commands.list

Appending Redirected Output ">>"
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Example. $ 1s /usr/bin >> commands.list

Redirecting Input "<" enables you to redirect the input for a command, as
opposed to having it from the standard input.

Example.

$ cat < frog
there is a frog over there.
it 1s really cute.

Redirecting Standard Output and Standard Error

Example.
$ make all 2>&1 > /dev/null

Redirects standard error to standard out, standard out to /dev/null. /dev/null
swallows all input (”bit nirvana”).

Pipelines
A pipeline is a sequence of one or more commands separated by the character
71”7, The format for a pipeline is:

commandl [ | command2 ]

Pipelines are a way to string together a series of commands. The standard output
of command1 is connected to the standard input of command2. The output of the
last command is the output that you will actually see displayed on-screen.

Example.

$ ps | grep emacs
269 1S 2:01 emacs

Lists
A list is a sequence of one or more pipelines separated by one of the operators ;,
&, &&, or ||, and optionally terminated by one of ;, &, or <newline>.

Of these list operators, && and || have equal precedence, followed by ; and &,
which have equal precedence, too.
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; Commands are executed sequentially. The shell waits for each
command to terminate. The return status is the exit status of
the last command executed.

& The shell executes the command in the background in a sub-
shell. The shell does not wait for the command to finish, and
the return status is 0.

cmdl && cmd2 | cmd?2 is executed if, and only if, cmdl returns an exit status of
zero.

cmdl || cmd2 | cmd2 is executed if, and only if, cmdl returns a non-zero exit
status.

1.5 Neat Programs

System Statistics

du <dirname> | Summarize disk usage of a given directory.

daf Summarize free disk space.
uptime Tell how long the system has been running.
who Show who is logged on and when they logged in.

Information Commands

grep Print lines matching a pattern.
we Print the number of bytes, words, and lines in files.
diff Displays the differences between two files.
Examples.
$ cat frog

There is a frog over there.
It is really neat.

$ cat dog

There is a dog over there.
It is really neat.

$ grep lion frog

$ grep neat frog

It is really neat.

$ wc dog

2 10 46 dog
$ diff dog frog
lcl

< There is a dog over there.
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> There is a frog over there.

1.6 The Editor Jed — an Emacs Clone

jed <file>

CTRL-a

CTRL-e

CTRL-d
CTRL-k
CTRL-x u
CTRL-x £
CTRL-x w
CTRL-x CTRL-c
CTRL-x CTRL-s
CTRL-h

Start jed. If you start it without a file, jed will prompt to
ask you for a file name.

Go to beginning of line.

Go to end of line.

Delete this character.

Delete text from here to end of line.
Undo.

Open a file.

Write to file.

Exit.

Save the buffer in its corresponding file.
Help.
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Chapter 2

Shell Programming with bash

2.1 Using Variables

2.1.1 Assigning a Value to a Variable

Example. count=0; name=Gerry
You must make sure that there are no spaces on either side of the equal sign.

2.1.2 Accessing the Value of a Variable

You have to precede the variable name with a dollar sign ($).

Example. max=$count; echo $max

2.2 Positional Parameters and

Other Built-In Shell Variables

Positional parameters are used to refer to the parameters that are passed to a
shell program on the command line or a shell function by the shell script that
invoked the function. When you run a shell program that requires or supports a
number of command-line options, each of these options is stored into a positional
parameter. The first parameter is stored into a variable named 1, the second
parameter is stored into a variable named 2, and so forth. To access the values
stored in these variables, you must precede the variable name with a dollar sign

($) just as you do with variables you define.

17
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$# Stores the number of command-line arguments that were passed to
the shell program.

$7 Stores the exit value of the last command that was executed.

$0 Stores the first word of the entered command (the name of the pro-
gram).

$x Stores all the arguments that were entered on the command line.

$$ Stores the PID of the actual process.

2.3 Commands

2.3.1 The test Command

You would use the test command to evaluate a condition that is used in a
conditional statement or to evaluate the entrance or exit criteria for an iteration
statement.

test expression

or

[Lexpressiong]

The test command’s integer operators
intl -eq int2 | True if intl == int2.
intl -ge int2 | Trueif intl >= int2.
intl -gt int2 | Trueif intl > int2.
intl -le int2 | Trueif intl <= int2.
intl -1t int2 | Trueif intl < int2.
intl -ne int2 | Trueif intl <> int2.

Arithmetic operations, such as +, -, *, /, need the expr command.
Example. a=15; a="expr $a + 57 echo $a

20

The value of a is substituted by the output of the command expr $a + 5.

The test command’s string operators

strl = str2 True if the strings are equal.

strl != str2 True if the strings are not equal.
str True if str is not null.

-n str True if the length of str is non-zero.
-z str True if the length of str is zero.
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The test command’s file operators

-d file True if file exists and is a directory.

-f file True if file exists is a regular file.

-r file True if file exists and is readable.

-s file True if file exists and has a size greater than zero.
-w file True if file exists and is writable.

-x file True if file exists and is executable.

The test command’s logical operators
I expr True if expr is not true.
exprl -a expr2 | True if exprl and expr2 are true.
exprl -o expr2 | True if exprl or expr2 is true.

2.3.2 Conditional Statements
2.3.2.1 The if Statement

if [ expression ]
then

commands
elif [ expression?2 ]
then

commands
else

commands
fi

The elif and else clauses are both optional parts of the if statement.

Example.

if [ -f .profile ]
then
echo "There is a .profile file in the current directory."
else
echo "Could not find the .profile file."
fi

2.3.2.2 The case Statement

The case statement enables you to compare a pattern with several other patterns
and execute a block of code if a match is found.
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case stringl in
stril)
commands; ;
str2)
commands; ;
*)
commands; ;
esac

Example. It is often used to process the command options.

case $1 in
-il-c)
echo "The option is -i or -c."
5
*)
echo "$0: unrecognized option ’$1°"
i

esac

2.3.3 Iteration Statements

2.3.3.1 The shift Statement
The shift command moves the current values stored in the positional parameters

to the left one position.

Example. If the values of the current positional parameters are
$1 = -r $2 = filel $3 = file2

and you execute the shift command, the resulting parameters would be as shown
here:

$1 = filel $2 = file2

2.3.3.2 The for Statement

for varl in list
do

commands
done
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In this form, the for body executes once for each item in the list. The list can
be a variable that contains several words separated by white spaces. Without
the ”in 1list”, the shell program assumes that the varl variable contains all the
positional parameters that were passed in to the shell program on the command
line. If 1ist equals *, it is equivalent with:

for varl in '1s

do
commands
done

Example.

for i in *
do

cp $i $HOME
done

This copies all files found in the local directory into your home directory. For
unix freaks, the easier thing would be cp * = :)

2.3.3.3 The while Statement

while expression
do

commands
done

Example. The program lists all parameters that were passed to the program,
along with the parameter number. count=1
while [ -n "$x" ]

do
echo "This is parameter number $count $1"
shift
count="expr $count + 1°

done

2.3.4 Functions

fname () {
shell commands
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Once you have defined your function, you can invoke it by entering the following
command:

fname [parml parm2 ...]

Example.

#!/bin/bash

usage () {
echo "Usage: $0 [options [file]]"
echo " -p file prints file"
echo " -h, --help display this help and exit"
echo " -v, --version display version information and exit"
#usage
#main
echo "Call usage function:"
usage

echo "Done."
This little script will just print out the lines:

Call usage function:
Usage: $0 [options [file]l]

-p file prints file

-h, --help display this help and exit

-v, ——version display version information and exit
Done.

2.4 First Scri t

1|#!/bin/bash

2|# Groupcopy gc

3#

4|# This shell program copies all files of the current directory
5|# to a specified directory.

6 #

7|# Usage: To copy all files to a specified directory, type the
8l# directory as parameter.

ol#

101 # To copy only a part of the files, thus to be prompted
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1104 for file copy, type the -i option, and then the

124 directory as second parameter.
13|

14]

15|# (1) Check parameters

16|

171if [ $# -eq 0 ]

18| then

19| echo At least one parameter must be included.

20| exit

21(fi

22|

23]

24|# (2) Check the options
25|

26 | prompt=’n’

27 |for i in $*

28|do

29| case $i in

30| -i) prompt=’y’
31| shift;;

32| -*) echo "Unknown option."
33| exit;;

34| esac

35|done

36|

371

38|# (3) Check if parameter is a directory
39|

401if [ ! -d $1 ]

41|then

42| echo "Parameter is not a directory."
43| exit

44|fi

45|

46|

47|# (4) Main program

48|

49 |for i in *

50|do

51| if [ $prompt = ’y’ 1]

# interactive
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52|
53|
54|
55|
56 |
57|
58|
59|
60 |
61|
62|
63|
64|
65 |

66| done

2.5
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then # -n doesn’t add a newline
echo -n "copy $i to $17 (y/n)([N] "
read answer # reads a line from STDIN, fills "answer"

if [ "$answer" = ’y’ ]
then
cp $i $1
echo "$i copied to $1."
else
echo "$i not copied."
fi
else # copy all files
cp $i $1
echo "$i copied to $1."
fi
ome or

USAGE: mytar.sh [--store|--restore|--help] dest src {src

--store: packs all src into dest.dat and keeps information

in dest.inf

—--restore: unpacks files stored in dest.dat into the current

directory using the information from dest.inf

—-help: this screen

We want to write a simple archiving program without compressing functionality.
ASCII files are concatenated together in a so-called datafile having another file

keeping track of the file names and sizes.

Therefore, only files of the current directory need to be used for input. You do

not need to worry about keeping file permissions and ownerships.

mytar .sh creates the destination file and appends the files to the big destination

file. It keeps track of all stored filenames and -sizes in a separate file. So it can
restore all files iterating through this information file, extracting the files from
the big destination file.
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big datafile information file
453—Filel
File2
1317 bytes
File3
176 bytes
Comments

You can use the cut and dd commands.

e § echo "partl|part2|part3" | cut -f 2 -d "[|"
part2

cut uses the delimiter (-d "|") to separate fields in order to find the second
field (-f 2).

e dd if=/dev/fd0 of=sector.dat bs=1 count=512 skip=2048

/dev/£d0 Input file is oppy disk.

of=sector.dat Output file is sector.dat.

bs=1 Block size is one byte.

count=512 Read 512 blocks (read 512 bytes).
skip=2048 Start reading at the 2048th byte (skip the

previous 2048 bytes).

As one sector of a oppy contains 512 bytes, the 5th sector of your
oppy disk is copied into the file sector.dat.
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Additional Information for Teachers
For storage, just cat the files and append them to the big data file. Also store
the filesize with cat $actfile | wc -c and the filename, but here comes the

tricky part  write it with another field delimiter ( eg. ”"—” ) than a known
whitespace. This gives you the possibility to read the file line by line afterwards
and to extract the filesize and filename with cut -f 1 -d "|", where -f 1 means

the first field, in this case the filesize.

To retrieve the correct number of bytes for a specific file it’s the best using
dd if=$datafile of=$actfile bs=1 count=$filesize skip=$filepos
where $filepos has to be increased by every filesize read in.

2.5.1 Solution

1|#!/bin/bash
2|

4|# PRINT USAGE

5|function printUsage

6| echo ’mytar.sh (C) 1999 Mr. X’

7| echo ’*THIS PROGRAM COMES WITH ABSOLUTELY NO WARRANTY!’

8| echo

9] echo ’USAGE: mytar.sh [--store|--restore|--help] dest src’

10| echo > --store: packs all src into dest.dat and keeps’

11| echo ’ information in dest.inf’

12| echo > --restore: unpacks all files stored in dest.dat into
13| echo ’ the current directory’

14| echo ’ using the information from dest.inf’

15| echo > --help: this screen’

16| echo

171

18]
9#-----------—

20|# STORE DATA
21|function storeData
22| DEST=%$1

23| DATA=$DEST.dat
24| INFO=$DEST.inf

25| shift
26 |
27 | $DATA

28| if [ $? -ne 0 ]; then
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29| echo -e "ERROR: can’t create $DATA"
301 f£fi

31|

32| $INFO

33| if [ $7 -ne 0 ]; then

34| echo -e "ERROR: can’t create $INFQ"
35| fi

36|

37| FILEPOS=0
38| for i in $x*; do

39| dd if=$i of=$DATA bs=1 seek=$FILEPOS 2 /dev/null

40 | SIZE= cat $i | wc -c

41| FILEPOS= expr $FILEPOS + $SIZE

42| echo "working on file position [$FILEPOS]"

43| echo 1ls -la $i $INFO

44| done

45|

46|

47|

A8 | #mmmmm

49|# RESTORE DATA
50|function restoreData

51| DEST=$1

52| DATA=$DEST.dat

53| INFO=$DEST.inf

54| shift

55|

561 4if [ ! -f $DATA ]; then
57| echo -e "ERROR: can’t open $DATA"
58| fi

59|

60| if [ ! -f $INFO ]; then
61| echo -e "ERROR: can’t open $INFQO"
62| fi

63|

64| FILEPOS=0

65 |

66 |

67|

68|

69 |
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71|# MAIN PROGRAM

721if [ $# -1le 2 1; then

73]  printUsage

74| echo —-e "ERROR: Not enough arguments! n
75| exit -1

76|fi

77|

78 | MODE=$1

79|shift

80|if [ $MODE == "--store'" ]; then
81| storeData $x*

82| exit O

83|fi

84|if [ $MODE == "--restore'" ]; then
85| restoreData $*

86 | exit O

87|fi

88|

89|printUsage

2.6 ome or

The command rm deletes files irretrievably. We want to improve the rm command
by adding a trashcan directory. Files are moved into this trashcan before they
are definitely deleted.

srm [options [filename]]

Options:

—d list content of trashcan

—e delete content of trashcan after prompting the user
—f never prompt the user, ignore an eventually -i

—h  display help, equvivalent to srm without parameters
—i interactive mode, prompt whether to remove each file

—u restore file and remove if from trashcan

Comments
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e When removing files, check if the trashcan directory exists. If not, create

it.
o [f a file is not regular or not accessable, a error message is printed on

standard error.

e The number of files in the trashcan should be limited. If the trashcan is
full, the program aborts with an error message.

e Don’t take into account file paths. But you should prompt the user if there

is already a file with the same name in the trashcan.

2. .1 Solution

1|#!/bin/bash
2|# secure rm - srm

3l#

4|# srm [options [filel]]

5|

6|

7| TrashDir=$HOME/TrashCan

8|MaxFiles=10 # limited number of files
9|

104

11|PrintTrashCan () # prints Trashcan
12| if [ -d $TrashDir ] # does Trashcan exist?
13| then

14| ls -la $TrashDir

15| fi

16| exit 0

17|

18|

194

20|DeleteTrashcan () # removes Trashcan
21| if [ $force -eq 0 ] # prompt before deleting
22| then

23| echo "Are you sure? "

24 | read answer

25| fi

26| if [ $answer = ’y’ -o $answer = 'Y’ -o $force = 1 ]

27| then # force!

28| rm -r $TrashDir
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29| else

30| echo "Your trashcan won’t be deleted"
31| fi

32| exit O

33|
34|
35(#
36| SecureMove () # moves files to Trashcan
371 if [ ' -d $TrashDir ] # trashcan does not exist
38| then

39| mkdir $TrashDir

40| fi

41|

42| for i in $files

43| do

44| if [} -f $i ] # not a regular file?
45| then

46 | echo "$i is not a regular file"

47| elif [ 1s $TrashDir | wc -w -eq $MaxFiles ]

48| then # trashcan full
49| echo "No remove possible! TrashCan full!!!!"

50| else

51| if [ $force -eq 0 ] # interactive or force
52| then

53| echo "Move $i to $TrashDir?"

54 | read answer

55| else

56 | answer=no # pseudo - else next if does not work
57| fi

58| if [ $force -eq 1 -o $answer = ’y’ -o $answer = ’Y’ ]
59| then

60 | if [ -f $TrashDir/$i 1 # no doubles in Trashcan!
61| then

62| echo "Already $i in your TrashCan. Overwrite?"

63| read answer

64 | case $answer in

65| >y | °Y?) mv $i $TrashDir;;

66 | esac

67 | else

68| mv $i $TrashDir

69| fi
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70| fi

71| fi

72| shift # next file
73| done

74|

75|

76 | #

77|PrintHelp () # prints help message
78| echo "Usage: srm [options [file]]"

79| echo " -d print the content of trashcan"

80| echo " -e prompt before removal of trashcan "

81| echo " -f never prompt before any removal"

82| echo " ~-h display this help and exit"

83| echo " -i prompt before any removal"

84| echo " -u file retrieves file"

85|

86 |

87 | #

88|Undo () # retrieves files
89| for i in $files

90| do

91| if [ $force -eq 0 ] # interactive
92| then

93| echo "Retrieving $1. Are you sure? "

94| read answer

95| else

96 | answer=n # pseudo - else next if does not work
97| fi

98| if [ $force -eq 1 -o $answer = ’y’ -o $answer = ’Y’ ]

99| then

100/ echo "Enter directory outgoing from $HOME/:"

101 read dir

102] mv $1 $HOME/$dir

103 else

104 | echo "Nothing will be retrieved."

105 fi

106 | shift # next file
107| done

108| exit

109]

110
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111]
112]
113|#
114|#
115]
116|#
117
118]
119]
120]
121
122]
123]
124
125]
126 |
127/
128
129
130}
131]
132]
133]
134]
135]
136]
137]
138]
139]
140 |
141 |
142
143
144 |
145 |
146 |
147 |
148
149
150 |
151 |
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—————————————————————————————————————————————— main program
check parameters
if [ $# -eq 0 1 # no parameters
then
PrintHelp
exit
fi

force=0; elim=0; undo=0;
for i in $* # loop through positional parameters
do
case $i in
-d) PrintTrashCan
exit;;

-e) elim=1
shift;;

-f) force=1
shift;;

-h) PrintHelp
exit;;

-i) shift;;

-u) undo=1
shift;;

-x) PrintHelp
exit;;
esac
done

if [ $elim -eq 1 1]
then
DeleteTrashcan
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152
153
154 |
155 |
156 |
157 |
158 |
159 |
160 |
161 |
162
163
164 |

el

if [ $undo -eq 1 ]

then

el

fi

files= ls $TrashDir/$1 2 /dev/null
if [ $7 -gt 0 ]
then
echo "Error...maybe file does not exist"
else
Undo $files
fi
se
files= 1ls $1
SecureMove $files

33

# dels errormsgs
# exitcode of 1s
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Chapter

Introduction to C

3.1 Basics

Naming Conventions.

*.h Header files
*.C Source files
*.0 Object files

Main Function.

int main( int argc, char *argv([])

{

return O; /* returns successful execution */

argc holds the number of command line arguments. Notice, that the name of
the program is also an argument!

argv is an array of pointers to characters, that is an array of strings. argv[0]
holds the program name, the arguments are stored from argv[1] to
argv[argc-1], and argv[argc] holds a pointer to null.

Comments.
Comments are from /* to */ and may not be nested.

Input and Output.
Use int printf( const char *format, argl, arg2,..) to print on the
screen, int scanf( const char *format, argl, arg2,..) to read from the

keyboard.

35



36 CHAPTER 3. INTRODUCTION TO C

Control Characters.

The int argument is converted to a
dand i signed decimal
0 unsigned octal
u unsigned decimal
x and X unsigned hexadecimal
c unsigned char
The double argument is rounded and converted
e and E extended precision
f oat
S string
char *n = "Smith",;

int age = 23;
printf("Name: s, Age: d n", name, age);

3.2 Com ilation Stages

3.3 o To Com ile

If you have one source file (one_file.c) and use the GNU-C-compiler, you
can compile it with the following command. The executable file is called
one_file.char env

gcc -o one_file one_file.c

If you have more than one source files, each file can be compiled separately to
produce an object file as follows:

gcc -c a_file.c
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A file called a_file.o is produced. This file contains machine code, but no
references to external libraries. This is done by the linker.

Suppose that two object files filel.o and file2.o have been created, the
following command links the two together and produces an executable called
my_program.

gcc -o my_program filel.o file2.o0

This process is simplified using the make command. Create a makefile of the
following form: separate the label from the expressions with tabs.

my_program: filel.o file2.0
gcc -o my_program filel.o file2.o0

filel.o: filel.c filel.h
gcc —c filel.c

file2.0: file2.c file2.h
gcc —c file2.c

Each time a source or header file is edited, only the commands which depend on
it are executed. Type make and Linux works out which commmands to execute.

3.4 The Pre rocessor

The preprocessor accepts source code as input and is responsible for
e removing comments.

e interpreting special preprocessor directives denoted by #.

Examples.

#include "file.h" /* file of the current directory inserted */
#include <stdio.h> /x file found in library path inserted */

#tdefine DEBUG
#tdefine MAX 10

#define MUL_1(x,y) x*y /* incorrect macro definition */
#define MUL_2(x,y) ((x)*(y)) /* correct macro definition */
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int main()
{
int my_arr[MAX];
int i;
for (1 = 0; 1 < MAX; i++) {
my_arr[i] = MUL_2(a+b,b);
#ifdef DEBUG /* compiled only if DEBUG is defined */

printf( "debug: my_arr[ d] d n", i, my_arr[i]);
#tendif

return 0O;

3.5 Ty es

uilt-In Types

short, int, long Integral Types

char Integral Type
float, double, long double Floating Point Types
void Void Type

There is no boolean type. 0 symbolizes alse, and every number not equal to 0 is
true. Integral types may be declared without a sign-bit by placing unsigned in
front of the type.

Storage Classes
e register
Often used variables can be preceeded with the keyword register. The

compiler tries to keep the variable in the CPU registers. This ag can be
ignored by the compiler!

Example.

register int 1i;

for (i =0; i < 1000; i++)
printf( "Hello &d n", 1i);
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e static
static is used in two ways: The memory for static declared variables is
never freed. Used on functions or global variables, it makes them invisible
to other files.

#include <stdio.h>

int proci()
{

static int i = 0;
i=1+b;
return i;

int main()

{
printf(" d n", procl()); /* prints 5 */
printf(" d n", procl()); /* prints 10 */

e extern
When you want to use global variables among files, you use the keyword
extern in a header file to export them.

3.5.1 numerations

Enumerated types contain a list of constants that can be addressed in integer
values.

enum animals { dog, cat, sheep anAnimal;
enum winter { dec = 12, jan = 1, feb, march aMonth;

anAnimal = dog;

aMonth = feb;
printf ("Animal: d n", anAnimal); /* Animal: O %/
printf ("Month: d n", aMonth); /* Month: 2 %/

3.5.2 void

void is a type with no values. Thus, it is used as the return type of a function
which does not return a value. void # is the ”generic pointer” which might in
fact point to any type.
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3.5.3 Pointers

The address of a variable can be obtained by using the unary ampersand operator
(&). Variables that hold such addresses are known as pointers.

The unary asterisk operator (*) retrieves the value of the variable stored at a
particular address.

Examples.
int il = 3;
int i2 = 5;
int *pl, *p2; /* pl and p2 point to an integer variable. */
/*  xpl = 7; Wrong! pl does not point to an address yet. */
pl = &il;
p2 = pl;

pl - il i 2

N s 5

p2[ 7
pl = &i2;

p2 il i 2 pl

° = 3 5 - ¢

12 = *p2;

p2 il i 2 pl
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A
®

3.5.4 Arrays

type name [max]: starts at index 0 and finishes at max-1.
type name [maxl][max2]...: more dimensions.
A string is a null-terminated character array.

Examples.

char namel[] "Smith'";
char namel[] {°’s’, >m’, ’1i’, ’t’, ’h’, > 0’ ;

char *name2 = "Smith";

namel is an array of 6 characters. Y ou can change the characters

namel Smtho but namel will always point to the same memory area.

name2 is a pointer initialized to point to an constant
string: Y ou can change the pointer but not the string.

°
/

name2 > Smth\0




p+l p+2
[ ] | |
| |
| |
| |
| |
| B B |
a
a[0] a[1] a[ 9]
t — 0,0 0,1 0,2
t+41 —— 1,0 1,1 1,2,
| I
| |
| |
| |
| |
*(t+1) *(*(t+1) +2)
Note! Thisisonly for your understanding!
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